UBND TINH QUANG NGAI CONG HOA XA HQI CHU NGHIA VIET NAM
SOGIAO DUC VAPAO TAO DPoc 1ap - Tw do - Hanh phiic
$6:228 /SGDDT-VP
Vv tiép tuc cong tac dam bao an
toan, an ninh mang dip Tét Nguyén
dan Giap Thin nam 2024 trong
nganh gio duc va dao tao

Kinh gtri:

Quang Ngdi, ngay 26 thang 01 nam 2024

- Phong Gigo duc va Pao tao huyén, thi x4, thanh phd;
- Trung tdm GDNN - GDTX huyén, thi x4;
- Pon vi truc thudc S& GDDT.

Trong thoi gian gan ddy mot s6 trang website bi tan cong, cac website co
tén mién .gov.vn va .edu.vn da bi hacker (tin tic) tin cong kiéu mdi, bién thanh
cac trang quang cao cho nhing trang web co bac (cd do bong da, 16, dé, danh bai
an tién,...), dé tang thir hang trén google tin tc nho lién két tur nhiéu website cila
co quan nha nudc (tén mién chinh phu .gov.vn hodc tén mién gido dyc .edu. Vn)
vi Google uu tién tim kiém cac website co tén mién .gov.vn nén tin tic cai cam
Vvao cac trang nay. Bé phong, chéng dam bao an toan théng tin cho cac co so gido
duc, Giam déc S Gido duc va Pao tao yéu cau thu truong cac don vi gido duc,
theo ddi, chi dao bd phan phuy trach an toan thong tin mot sé noi dung sau:

1. Cach nhén biét va phong chong

website .gov.vn va .edu.vn khi bi tdn cong deface kiéu mai, thong thudng,
cac muc tiéu cua tdn cong deface thuong 1a cac tép tin web mic dinh nhu
index.php, index.html, home.html, default.html,... Trong truong hop nay, chi can
xt Iy cac tép tin nay 1a website co thé hoat dong tré lai binh thudng. Poi voi
nhiing trudng hop kho phat hién hon, khi tin tic khong thay d6i noi dung ¢ cac
trang web, viéc phat hién sy xam nhap hé théng 6 thé phtc tap hon.

Pé phong chdng cac cudc tan cong thay doi giao dién, can quét ma ngudn
website, thiét 1ap gi6i han truy cap, chon plugin can than, cai dat quét website tu
doéng. Chu so hitu, quan tri vién website c6 thé tu kiém tra cac phan mém doc
hai trén website cia minh; quét ma ngudn 1a cach hiéu qua dé ngin chan tin
cong deface.

Ngoai ra, han ché sb luong tai khoan admin, han ché nguoi ding tal
Khoan admin va gidi han quyén truy cap cho ting tai khoan de giam nguy co tan
cong. Dong thoi, lya chon plugin va tmg dung mot cach can than, chi st dung
nhimg cai thuc su can thiét va thudng xuyén kiém tra, g& bo cac plugin khong
str dung. Pic biét, tuyét ddi tranh sir dung céc plugin c6 tinh phi da bi pha ma
bao vé va chia sé mién phi (cracked).

2. Khic phuc hau qua

C6 6 cach chinh dé khac phuc hau qua ciia mot cudc tan cong thay doi
giao dién web. Do 1a khac phuc tam thoi, ra soat va xu ly, phan tich va xur 1y
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thanh phan doc hai, xac dinh va va 16 hong, diéu tra ngudn tin cong va dua
website hoat dong lai binh thuong.

Cu thé, ngay khi phat hi¢n website bi tan cong, can d6i mat khau dang nhap
da manh (chit hoa, chit thuong, chir so, ky tw dac biét, dé dai trén 8 ky tu) va
thong bao tam thoi bao tri. Sau do, so sanh cac tép tin véi ban sao luu, st dung
cac cau lénh nhu “# dif -qr” hoac “#md5sum” dé x4c dinh tép tin bi thay doi.

Tiép d6, phan tich hanh vi cia mi doc, khoanh ving va theo ddi két nbi
dén may chu (server), sau do loai bo ma doc. Phéi hop v6i cac bo phan chuyén
mon dé va 16 hong, cap nhat phién ban méi cho mi ngudn va cac module, plugin.

Khi diéu tra ngudn tan cong, tim thong tin server diéu khién va dia chi
thuc hién tan cong, phoi hop vdi co quan chure nang dé dicu tra. Cuoi cung, khoi
phuc hoat dong website sau khi xur Iy xong hau qua ctia dot tan cong.

Tai khoan, mat khau dang nhap phai giao cho ¢ nhan c6 trach nhiém, néu
thay doi vi tri cong tac thi phai ban giao, nguoi tiép nhan méi phai thay doi mat
khau va chiu trach nhiém quan ly; khong lwu mat khau trén c4c trinh duyét web;
khong nén str dung wifi céng cong dé dang nhap (khuyén céo ding 3G, 4G); dbi
Vi céc tai khoan ¢ chirc nang xac thuc 2 16p thi phai cai dat xac thuc 2 16p.

3. Tiép tuc thuc hién Cong van s6 2985/SGDPT-VP ngay 29/12/2023 cia
S¢ Gi4o duc va Pao tao vé viéc ting cudng cong tac dam bao an toan, an ninh
thong tin mang trong thoi gian nghi Tét Duong lich 2024 va Tét Nguyén dan
Giap Thin trong nganh gido duc; Coéng vian s6 116/STTTT-BCVT&CNTT ngay
17/01/2024 cta S& Thong tin va Truyén thdng vé viée ting cudng cong tac bao
dam an toan, an ninh mang trong thoi gian Tét Nguyén dan Giap Thin 2024,

Trong truong hop can hé tro xir Iy, tng ciru va khdc phuc sw c6 dé nghi
lien hé Ong Nguyén Pirc Hudn, Phé Chdnh van phong, S¢ Gido duc va Pao tao,
Pién thogilZalo: 0914121856; Email: ndhuan@quangngai.edu.vn ; Ong Tran
Van Thudn, Chuyén vién Van phong, So Gido duc va Pao tao, Dién thoailZalo:
0862575279; Email: tvthuan@quangngai.edu.vn

Pé nghi cac don vi quan tdm trién khai thyc hién, néu phét sinh van dé

b&o cdo vé Vin phong S¢ Gido duc va Pao tao dé theo ddi, tong hop, tham muu
chi dao./.

Noi nhin: GIAM POC
- Nhu trén; Ky boi: SO GIAO DUC VA
- Lanh dao So GDDT; DAO TAO )

- Cac phong thudc S6 GDDT;
- Luu: VT, VPndh.

Nguyén Ngoc Thai
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